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Which Distribution to choose

+ Select the distribution
+ choose the same distribution for all systems
* LTS-versions
* maintaining the Samba-Packages

+ same source for all packages
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Systemsecurity

System installation und configuration

* NO gui
* only needed packages
* Partitioning

* root-Partiton (rw)

+ /boot (ro)

* /usr (ro)

* /var (rw)

* /tmp (rw,noexec)

* /daten (rw,noexec)
* Only needed protocols

+ Only needed services (one server, one service)
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with auditing
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path = /data/admin-share/department
browsable = no

read only = no

hide unreadable = yes

vfs objects = full_audit

full_audit:success = mkdir rmdir read pread write pwrite
rename unlink connect

full_audit:prefix = %u|%l|%m|%S

full_audit:failure = none

full_audit:facility = local5
full_audit:priority = notice
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Now the firewall

Access control for all
+ Everyting is forbidden
+ OUTPUT open for all ports
* ssh open
* Port 445 for smb open
* Protect against ssh-attackers
* A simple portscanner protection
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